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(Certificate in Computer Network and Information Security)

WM 1 AnuiiugiuiuanuiuaslasnievaaIatIglasaSEUINA 2(2-0-4)
(Foundation of Network and Information Security)
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Course 1 Foundation of Network and Information Security 2(2-0-4)
Course Description:
Concepts of information and network security; security characteristics and mechanisms
in confidentiality; availability; threats and attacks; symmetric cryptography; asymmetric
cryptography; message digests; risk management; and legal and ethical issues in information

and network security

Course learning outcomes (CLOs)

Having successfully completed this course, student must be able to:

1) Show responsibility in the assigned tasks

2) Explain concepts and theories related to network and information security

3) Apply mathematical techniques and cyber security knowledge in professional practice
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(Theory of Cryptography and Cryptographic Protocol Design)
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Course 2 Theory of Cryptography and Cryptographic Protocol Design 3(3-0-6)

Course Description:

Mathematical concepts for cryptography; cryptanalysis methods; authentication
methods; authentication protocols; cryptographic protocols; authentication protocol design;
cryptographic protocol designs; security analysis for cryptographic and authentication
protocols; and case studies for uses of cryptographic and authentication protocols
Course learning outcomes (CLOs)

Having successfully completed this course, student must be able to:

1) Show responsibility in the assigned tasks
2) Explain concepts and theories related to cryptography and cryptographic protocols
3) Apply mathematical techniques, cryptography and cryptographic protocol design knowledge

in professional practice
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(Network Security)
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Course 3 Network Security 3(3-0-6)
Course Description:

Network security threats; network security policy; cloud security; demilitarized zone;
access control list; secure network design to prevent eavesdropping, denial of service attacks,
unauthorized access; firewall; intrusion detection system; authentication proxy; virtual private
networks; IPSec; security model and method
Course learning outcomes (CLOs)

Having successfully completed this course, student must be able to:

1) Show responsibility in the assigned tasks
2) Explain concepts and theories related to network security

3) Apply network security knowledge and techniques in professional practice
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(Network and Information Security Forum)
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Course 4 Network and Information Security Forum 2(2-0-4)
Course Description:

Discussion on case studies in network and information security; selection of network
and information security research papers; reading network and information security papers;
analysis of network and information security papers; and simple research on network and
information security
Course learning outcomes (CLOs)

Having successfully completed this course, student must be able to:

1) Show moral and ethics in the work related to network and information security

2) Show responsibility in the assigned tasks

3) Show the ability to efficiently work with others

4) Search for academic and professional knowledge related to network and information

security
5) Communicate concepts, theories and research in the field of network and information
security in both Thai and English

6) Make decisions to solve network and information security problems
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